HITL — cornacosaHue 4eJiIiOBeKoM

HITL (Human-in-the-Loop) — o4epeab py4YHbIX peLleHUin No PUCKOBAHHBbIM AENCTBUAM
areHTos n waram workflow.
Paspen: /hitl . Ponb: Security Analyst+.

Korpa nosasnseTrcsa 3anpoc

* [NonnTnkKa BepHyna required approval .
* Bbicokui risk score / KpuTuUYHble onepaunn ( delete data, export phi u T.n.).
* B ware workflow Bknto4eHo Require approval.

CtaTtyc run workflow npwu aToM: awaiting approval .

PaboTa c ouepepbio

1. Toast hitl.requested man KPl Pending HITL Ha Dashboard.
2. OTkponTe HITL.
3. N3y4unTe: Agent, Action, Resource, Reason, KOHTEKCT.
4. PeweHune:
- Approve — gencTeume/war pa3peLwéH, areHT NnpoaosykaeT (MOJUINMHI CTaTyca);
- Reject — 0TK/IOHEHO; 0BA3aTEeNbHO YKa)XNTE NpUYnHY (reason).
Mone Ul CMmbiCcn
Requested Bpems 3anpoca
Status pending / approved / rejected
Approver KTo npuHAn pewweHne (MMa MOXKHO 3agaTh B Settings)

MpaBuna xopoLwien NPaKTUKHU

* He konute pending: onpenenute SLA (Hanpumep, 15-60 MuHyT B paboyee Bpems).
* Reject 6e3 KOMMEHTapusa HeJoNyCcTMM AN paccaenoBaHun.

* Kputun4Hblie pecypcol (Pll, PHI, MmaccoBoe yganeHune) — ackanauyma Admin / Bnagensuy
OAHHbIX.

* B meMo-pe>xxuMme corsacoBaHna MoryT BbiTb OTKO4YeHbl (read-only).



API (cnpaBka)

# Ouepenb
curl http://localhost:8001/api/vl/hitl/pending -H "Authorization: Bearer $JWT"

# 0pobputb

curl -X POST http://localhost:8001/api/v1l/hitl/approve/$ID \
-H "Authorization: Bearer $JWT" \
-H "Content-Type: application/json" \
-d '{"approver": "ivan.petrov"}'

# OTKIOHUTBL
curl -X POST http://localhost:8001/api/v1l/hitl/reject/$ID \
-H "Authorization: Bearer $JWT" \
-H "Content-Type: application/json" \
-d '{"approver": "ivan.petrov", "reason": "HepocTaTo4yHO OCHOBaHWM fns skcnopta"}'

MonpobHee (EN): HITL.
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